efficient IP Case Study

Transparent and central user administration: Software AG
improves data quality through efficient IP address management

§ software

EfficientIP supports IT companies in modernising their DNS and DHCP landscapes

Project Type: Key Benefits:

* DNS- DHCP landscapes upgrade * Central management system for DNS,

L. . DHCP and IP Addresses
e Transparent user administration

* Holistic visibility of any location in
global network

* Improved data quality

Stop time-consuming management of an ageing network infrastructure: since 2017, the IT experts at Software
AG have been running a modern DDI solution (DNS, DHCP, IPAM) from EfficientIP. Improved data quality has
already stood out as one of the significant enhancements to their workflow. To add to that, an extension has
been planned for the 2018.

“The background to this was the consolidation of the DNS-
DHCP landscape as a stand-alone system based on the most
stable IP address management (IPAM) with the bigger goal of
introducing IPv6*“

Timo Schilling, Network Architect

www.efficientip.com


http://www.efficientip.com/

Case Study | Software AG

Software AG supports the digital transformation of compa-

nies. With the Digital Business Platform from Software AG,
companies can better interact with customers, develop their
business models and open up new market potential. When it
comes to the Internet of Things (IoT), Software AG offers its
customers leading solutions for integration, networking and
management of loT components, as well as an analysis of the
data and a prediction of future events based on Artificial In-
telligence. The Digital Business Platform is based on techno-
logy leadership and decades of expertise in IT and software
development. Software AG has more than 4,500 employees,
an active presence in 70 countries, and achieved a turnover
of €879 million in 2017.

A modern solution for transparent
processes

In order to modernize the company’s heterogeneous DNS
and DHCP landscape and to introduce IPv6 as a data trans-
mission procedure, EfficientlP was brought on board. A new
system needed to be implemented, with three main requi-
rements: number one was that the decision-makers wanted
to use mass-deployment templates to maintain the settings
of the heterogeneous landscape independently from the cen-
tral system. A second request concerned the global visibility
aspect; to keep track of activities at any location in the global
network, the required information always had to be retrieved
beforehand from the respective on-site system. In the future,
a new management system will provide those responsible
with the option of correlating everything and viewing it from
a central location.

The third important point on the wish-list was related to user
administration. DNS management in the company needed
to be extended from a worldwide team of experts to larger
groups with clear areas of responsibility, for the network
in predefined regions such as Asia, Europe, and the United
States. In addition, the IT administrators needed to have the
ability to fully trace any irregularities in the system without
any delay. This was to ensure they had full control over the
management system and users.

«We chose the DNS management offering from Efficien-
tIP since its internal logic allowed it to adapt perfectly to
our needs», explained Timo Schilling, Network Architect at
Software AG, who was also the project manager. «Further-
more, the flexibility of the solution package turned out to be
ideal for the structure in our user community.» With Efficien-
tIP solutions, the host or resource record is a fixed value that
can be moved within the system, while competitor solutions
use the IP address as the fixed value. In addition, users are
not tied to an EfficientIP platform, meaning they can use ope-
rating systems such as Microsoft and Linux. “This makes the
solution particularly interesting for small sites with just a few
employees, which is how we operate in many places», conti-
nued Schilling.
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Strategic vision for the best DDI
landscape

Since 2017, Software AG has used EfficientIP’s solution in their
own IT set-up -- specifically the DHCP service, which is used
on sites running EfficientIP’s SOLIDServerTM. The servers run
an internal domain in which everything to be resolved inter-
nally is entered. An important application is to monitor the
switch infrastructure- the corresponding information to the
switch port can be viewed to verify that DNS entries are cor-
rect. The plan for 2018 is to use EfficientIP in a Star Failover
architecture at larger sites to establish a solution for the re-
dundancy concept. “The background to introducing this was
the consolidation of the DNS-DHCP landscape as a standa-
lone system based on the most stable IP address manage-
ment (IPAM) with the bigger goal of introducing IPv6», explai-
ned Timo Schilling. «To create a uniform operational base,
the internal DHCP solution and the self-written network do-
cumentation first had to be consistently replaced, and that
has been successfully achieved.»

Even before the introduction, the systems were almost com-
pletely virtual. Now, even SOLIDServerTM is based on a virtual
infrastructure with the exception of a single physical system.
«Virtual systems are paying off, especially in small locations
with only a few offices and users, whereas hardware systems
are relevant in large data centers», clarified Andrea Graeber,
Senior Manager Network & Global Infrastructure Services.

ae efficient iP

To complete the solution as a one-stop-shop, Software AG
directly purchased the Provider Maintenance Service - and
with good results, said Graeber: “To date, the implementa-
tion has more than proven itself and if we do have any criti-

cal questions, we have our own dedicated contact person at
EfficientIP.»

From today’s perspective, one of the main benefits of the im-
plementation is the central management of DNS, DHCP and
IP addresses. The IT team can internally manage many sys-
tems from one location and monitor them, while experts are
able to grant regional rights to users as required. In addition,
the system scores top marks for high visibility. Employees
who are new to using the system do not need to have spe-
cific knowledge of DNS. One upcoming feature is the com-
prehensive reporting functionality that should addvalue in
the future. «Several years ago, we started to build an IPv6 test
environment, but it was separate from the rest of the corpo-
rate network», explained Andrea Graeber. “Now that we have
consolidated it and it runs through the EfficientIP platform, it
has proven to be a wise investment and a real milestone in
improving the quality of the data”.
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As one of the world's fastest growing DDI vendors, EfficientlP helps organizations drive business efficiency through agile, secure and reliable network infrastructures. Our unified management
framework for DNS-DHCP-IPAM (DDI) and network configurations ensures end-to-end visibility, consistency control and advanced automation. Additionally, our unique 360° DNS security solution
protects data confidentiality and application access from anywhere at any time. Companies rely on us to help control the risks and reduce the complexity of challenges they face with modern key
IT initiatives such as cloud applications, virtualization, and mobility. Institutions across a variety of industries and government sectors worldwide rely on our offerings to assure business continuity,

reduce operating costs and increase the management efficiency of their network and security teams.
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