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Cloud IPAM Sync for Google Cloud Platform

Global network and IP visibility in the IPAM
= |

Highlights

Avoid losing control when
deploying infrastructure in
clay

Any workload deployed in a renowned and integrated environment is de facto well ma-
naged and provides a controlled service level. For workloads deployed in Public Clouds
such as GCP, it is more difficult to ensure all processes and enforcement are fully control-
led. It is a bit more complex when multiple clouds are used. This is even worse when
autonomy is provided to teams which are distant from 1&0O teams and build infrastruc-
SOLIDserver IPAM provides ture on their own.

total visibility of networking

infrastructure deployed in GCP C . 0
Cloud the corporation in order to guarantee central visibility and offer the ability to automate

The DDI ecosystem needs to be fully interfaced with all the cloud environments used by

all processes.
Through synchronization,
IPAM information is always up-

to-dat P . .
o-date Global Visibility Using Single Pane of Glass

Security is fully controlled from
Google Cloud Platform service SOLIDserver IPAM integrates a global view over GCPProject and Virtual Private Cloud

(VPC) network resources. This offers complete IP topology visibility of any networks de-

Netvyork aUtomatiQn can ployed in the GCP public cloud, alongside the ones hosted on-premise. All the computing
be triggered by objects

. servers hosted in GCP and using an IP address on a subnet are also visible directly in the
synchronized from GCP

central IPAM, allowing unification of the administration process.

Ecosystem fU!ly aware of GCP Once synchronization information is provided to the central IPAM, all the GCP cloud
resources, using IPAM open

APIs

networks are automatically created, modified or removed during their lifetime. IPAM still
remains the central repository even with GCP cloud hosted workloads. This enables visi-
bility for I1&0O teams for processes like policy control, audit or accounting, in addition to
standard management and troubleshooting.
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Synchronization and Mapping

The IPAM cloud network synchronization is based on 1 5 AN N :
all these properties in order to be able to apply spe- z ﬁ 3_, PROJECT 1
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which network topology will be found. If required, some : N
networks can be filtered out from the synchronization I |
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example. The VPC entity can be used to separate appli- BLOCK : : g I
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specific security patterns like segmentation and zoning. I nerworks |
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object hierarchy is presented on overlapping views, SUBNET 1 |
from the entire VLSM topology down to the single IP ad- n 1 ( AY !
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dress. All subnets within a VPC can be kept in sync with 1 cenw [
the network topology in the IPAM view. APDRESS 1 |
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From GPC topology, the Cloud IPAM Sync maps VPC ad-
dress range, subnets and endpoints into the IPAM topo- Google Cloud
logy based on blocks, networks and IP addresses.
Push Cloud Limits with Seamless Integration
SOLIDserver Cloud IPAM Sync is based on GCP API and requires no additional tools or solutions to be set up. Secu-
rity of access is controlled directly in the GCP through the application permissions. All communications use an en-
crypted channel in order to guarantee confidentiality and integrity of the data exchanges.
Provisioning of the link between GCP Cloud Services and the SOLIDserver is a very simple task, requiring an identity
on GCP and some parameters to be set in the IPAM. It only takes 5 minutes to perform all actions on both sides and
directly see the blocks, subnets and endpoints created in the space during synchronization.
Network and Security Automation
With every IP networking object synchronized from GCP VPC, the flexible APIs and automation process available
by default in the SOLIDserver can be used for richer orchestration, control and security automation with the whole
ecosystem. All existing tools and solutions already connected to the SOLIDserver DDI solution can directly benefit
from GCP networking information and extend their coverage, without requiring any major change.
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As one of the world's fastest growing DDI vendors, EfficientlP helps organizations drive business efficiency through agile, secure and reliable network infrastructures. Our unified management
framework for DNS-DHCP-IPAM (DDI) and network configurations ensures end-to-end visibility, consistency control and advanced automation. Additionally, our unique 360° DNS security solution
protects data confidentiality and application access from anywhere at any time. Companies rely on us to help control the risks and reduce the complexity of challenges they face with modern key
IT initiatives such as cloud applications, virtualization, and mobility. Institutions across a variety of industries and government sectors worldwide rely on our offerings to assure business continuity,
reduce operating costs and increase the management efficiency of their network and security teams.

Copyright © 2022 EfficientlP, SAS. All rights reserved. EfficientIP and SOLIDserver logo are trademarks or registered trademarks of Efficient|P SAS. All registered trademarks are property of their
respective owners. EfficientlP assumes no responsibility for any inaccuracies in this document or for any obligation to update information in this document.

Americas Europe Asia
EfficientIP Inc. EfficientIP SAS EfficientIP PTE Ltd
1 South Church Street 90 Boulevard National 60 Paya Lebar Road #11-47

West Chester, PA 19382-USA 92250 La Garenne Colombes-FRANCE Paya Lebar Square SINGAPORE 409051
+1 888-228-4655 +33 175848898 +65 6678 7752




