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SOLIDserver
DNS Security

Training Course

Training Summary

Overview:

Self-paced eLearning with hands-on Via the hands-on training, the participants will learn

labs and simulations about DNS security threats. They will then see how

This course is also available as a 1 day SOLIDserver DNS can be configured to make it

private class upon request.

This is a recommended option for a .
private SOLIDserver Administration DNS Firewall and Threat Pulse can block access to

class focusing on DNS malicious domains.

resilient to attack. They will also see how the built-in

Objectives:
4 to 5 hours
By the end of the course, the students will be able to:

) Recognise security threats to DNS
8 hours (over a 7-day period)

Setup High-Availability of the DNS service

Secure DNS access using TSIG
DNS administrators and security
professionals who want to use the
security features of SOLIDserver DNS to Use DNS Threat Pulse to provide threat
protect their network intelligence for DNS Firewall (RPZ)

Filter DNS queries using RPZ

Segregate DNS data using Views

Use Response Rate Limiting as protection against
Completion of SOLIDserver reflection and amplification attacks

Administration training that includes . .
DNS management & Use.DNS Hybrid to switch from BIND to another
engine

www.efficientip.com
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Course Content

DNS Security Threats DNS Firewall Using RPZ & Threat Pulse

* eLearning (40 minutes) - this includes many * eLearning (15 minutes)

questions and activities to show how DNS can Lab Simulation: Configure Threat Pulse for

be attacked and used to attack other systems DNS Firewall

DN Service High Availability & * Lab: Filtering DNS Queries using RPZ

Securing Access Using TSIG
Response Rate Limiting & DNS Hybrid

* eLearning (15 minutes)
* eLearning (15 minutes)

* Lab: Setup DNS HA Using a Virtual IP
* Lab: Enable Response Rate Limiting to Protect

* Lab: Secure DNS Communication using TSIG Against Reflection & Amplification Attacks

* Lab: Make DNS Hybrid-Compatible and Switch
to NSD

DNS Views

* eLearning (10 minutes)

* Lab: Using DNS Views to Control Access

to Zone Information

Introduction to DNS Threat Pulse

* eLearning (10 minutes)
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